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Abstract 
Security is the primary requirement for any network to provide the 
secure and reliable communication over the network. When the 
network is open access, the chances of different attacks over the 
network also increased.  Different kind of attacks on these services 
is also categorized such as Internet Theft, Expose Information, and 
Hacking etc. The main objective of the work is about to analyze 
the severity of different kind of attacks using the fuzzy ruleset. The 
work is about to identify the major services under threats as well as 
the identification of critical attacks over the web. The presented 
work is implemented in Matlab Environment, the obtained results 
identify the most critical kind of websites as well attacks over the 
web. 
Keywords: Web Security, Risk Analysis, Attack 
Identification, Attack Criticality. 

I.  INTRODUCTION  

 

Web based System or Applications is a field of computer 
science that studies distributed systems. A distributed 
system consists of multiple autonomous computers that 
communicate through a computer network. The computers 
interact with each other in order to achieve a common goal. 
A computer program that runs in a distributed system is 
called a distributed program, and distributed programming 
is the process of writing such programs. Web based System 
or Applications also refers to the use of distributed systems 
to solve computational problems. In Web based System or 
Applications, a problem is divided into many tasks, each of 
which is solved by one or more computers. They 
communicate with each other by message passing. The main 
motivation for constructing distributed systems is to obtain 
large scale resource sharing at affordable cost. To obtain 
this goal, the interconnection between widely distributed 
heterogeneous resources has become a necessity for 
constructing distributed systems. Advances in networking 
technology and computational infrastructure make it 
possible to construct large-scale high performance Web 
based System or Applications environments that provide 

dependable, consistent and pervasive access to high end 
computation.  

Web based System or Applications has been widely seen as 
a step beyond the conventional Web based System or 
Applications, incorporating pervasive high-bandwidth, high-
speed System, intelligent sensors and large scale database 
into a seamless pool of managed and brokered resources. 
However, the major challenge in such highly heterogeneous 
and complex System environment is to design an efficient 
fault tolerant system. Most of the earlier proposed fault 
tolerant system were developed for local area  

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 1 : Issues associated with Web based System 

networks and are not efficient in the context of wide area 
distributed systems and are characterized by a high level of 
asynchrony, long message delay and high probability of 
message loss. The large number of components and their 
distribution in grid as well as the dynamic structure of the 

Issues in 
Cloud 

Privacy Jurisdi
ction 

E-
Discovery 

Data 
Retentio

n 

Process 
Verificatio

n 

Multi-
tenancy 

Security 
Assessm

ent 

Shared 
Risk 

Staff 
Security 
Screenin

Data 
Leakage 



International Journal of Engineering, Applied and Management Sciences Paradigms, Vol. 05, Issue 01, July 2013 
ISSN (Online): 2320-6608 
www.ijeam.com 

 

IJEAM 
www.ijeam.com 

131 
 

grid increases the risk of failures. Thus providing a scalable 
and generic fault tolerant system as a basic service for Grids 
is of primary importance in such systems. The associated 
issues with web systems are defined in figure 1.  
 
It has been seen that resource heterogeneity impacts the 
resource allocation in many ways, in terms of performance, 
reliability, robustness, scalability and fault tolerance. So 
resource allocation strategies for such system should be 
smart, efficient, robust, scalable, and adaptable. The Web 
based System or Applications model is characterized by a 
collection of autonomous processing elements or 
independent computers, interconnected via a network, that 
are capable of collaborating on a task. The main property of 
distributed systems is that, it has no regular structure. This 
means it has no identical processors or identical network 
interconnecting them. A distributed system can consist of 
extensively different types of processors connected by 
different types of network to interconnect them. Another 
important property of distributed systems is that it has no 
directly accessible common state (i.e. no shared variables in 
a shared memory to exchange messages) however it 
maintains a logical common state to exchange messages 
between the computation nodes. There are lot many issues, 
challenges, advantages & disadvantages in Web based 
System or Applications which are addressed in this chapter. 
In this chapter, we identify the research questions and define 
the motivation of this research. Such kind of systems serves 
the following objectives 
 
A) Resource Sharing 
 
Each organization independently maintains local System 
and resources independently while sharing some resources 
over the network. Organization can assemble their resources 
very effectively using distributed System by acquiring more 
processing power from other processors while needed for its 
computation or donating some resources while they are not 
being used by them.  
 
B) Fault Tolerance 
 
Resources can be replicated to sustain its availability in the 
presence of failure, means; maintaining backup copies of 
data on the network so when one fails other copies can be 
used. However, this term is little vague as it is not possible 
to build a distributed system that is completely reliable in 
terms of failure and this topic has received an extensive 
attention in the research community. 
 
C) Affordability  
 
Connectivity to the Internet is available and generally 
affordable, the large number of interconnected computers 

makes ideal environment for distributed System. With this, 
it is possible to get more powerful processing environment 
which is not possible by a single computer. 
 

II. LITERATURE SURVEY 
 

Bob Gourley performed a work,”  Web based System or 
Applications and Cyber Defense”.   This paper provides an 
overview of the Web based System or Applications 
components relevant to security and proposes items for both 
awareness and action by the Federal IT team.  What is Web 
based System or Applications? The term is used two 
different ways in the IT community. To most users, Web 
based System or Applications is any capability delivered 
over the network. If it is not local System it is from the 
Web. To these users, almost all enterprise IT is Web based 
System or Applications. Technologists and enterprise 
architects use the term in a different way. To them, Web 
based System or Applications implies new ways of 
providing capability on demand by use of virtualized 
resources. It involves pools of storage, network, processing 
and other computational resources that can be efficiently 
allocated on demand. It also implies far more agility in 
support of operational missions. Technologists view Web 
based System or Applications as a means to most efficiently 
deliver computer power via an application program interface 
(API).  David Munoz Sanchez performed a work,” 
Comparison between security solutions in Web and Grid 
System”. This paper helps Grid and Web system 
administrators and researchers to have a clear definition 
about Grid and Web based System or Applications and also 
wants to give clear differences between Web and Grid 
System, define which are the main security issues to be 
considered, and how some of these security issues are 
solved. It also shows how existing security methods used in 
one of these technologies can be used in the other. 
Balakrishnan.S performed a work,” Introducing Effective 
Third Party Auditing (TPA) for Data Storage Security in 
Web”. Web based System or Applications is a internet 
based System which enables sharing of services. Many users 
place their data in the Web, so correctness of data and 
security is a prime concern. This work studies the problem 
of ensuring the integrity and security of data storage in Web 
based System or Applications. Security in Web is achieved 
by signing the data block before sending to the Web. 
Signing is performed using BLS algorithm which is more 
secure compared to other algorithms. To ensure the 
correctness of data, Author consider the task of allowing a 
third party auditor (TPA), on behalf of the Web client, to 
verify the integrity of the data stored in the Web. By 
utilizing public key based homomorphic authenticator with 
random masking privacy preserving public auditing can be 
achieved. Author explore the efficient technique for error 
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correction called reed Solomon technique which ensures the 
correctness of data.  S.BIRUNTHA performed a work,” 
Enabling Data Storage Security in Web based System or 
Applications for Banking Enterprise”. Web based System or 
Applications delivers convenient, on-demand access to 
shared pools of data, applications and hardware over the 
internet. Web based System or Applications provides 
unlimited infrastructure to store and execute customer data 
and program. As customers Author do not need to own the 
infrastructure, they are merely accessing or renting; they can 
forego capital expenditure and consume resources as a 
service, paying instead for what they use. Data can be 
redundantly store in multiple physical locations. Due to this 
redundancy the data can be easily modified by unauthorized 
users which can be stored in the database. Sneha Prabha 
Chandran performed a work,” Web based System or 
Applications: Analysing the risks involved in Web based 
System or Applications environments”. This paper presents 
a study about the risk issues involved in Web based System 
or Applications. It highlights the different types of risks and 
how their existence can affect the Web users. It also 
discusses the different circumstances in which the risks 
occur and the measures to be taken to avoid them. The paper 
also attempts to lay out measures to be taken while using 
Web based System or Applications to reduce negative 
effects on the outcome and maintain data integrity.  Paul T. 
Jaeger performed a work,” Web based System or 
Applications and Information Policy: System in a Policy 
Web?”. Web based System or Applications is a System 
platform that resides in a large data center and is able to 
dynamically provide servers the ability to address a wide 
range of needs, ranging from scientific research to e-
commerce. This paper explores the nature and potential of 
Web based System or Applications, the policy issues raised, 
and research questions related to Web based System or 
Applications and policy. Pankaj Patidar performed a work,” 
Network Security through SSL in Web based System or 
Applications Environment”. Web based System or 
Applications is a style of System in which business provides 
application data and any type of IT resource as a services to 
client. To gain access to services of Web based System or 
Applications you only need Internet access. Web based 
System or Applications is clearly one of today’s most 
enticing technology areas due to its cost-efficiency and 
flexibility. But with this facilities it is not gaining as much 
popularity as it have to be, most of the organization are not 
want to deploy Web environment. Security is one of the 
major issues which reduces the growth of Web based 
System or Applications. In this paper Author describe how 
the organization can deploy this System environment 
without being worried about security issues.               
 

III. PROPOSED WORK 
 
A website is the most widely and publicly available area 
accessed by lot of users because of different services 
provided by different hosts. These services are government 
services, corporate services, Educational, emails etc. In 
short, we cannot even estimate the web usage and its part to 
daily life of a person. But along with these services there are 
number of threats associated with these services. The 
presented work is about the analysis of these server side 
attacks and their effect respective to the service type. In this 
work, we first use some existing dataset for the analysis.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2 : Flow of Work 
 
 

Convert the Dataset to Required Format 

Identification of the useful attributes from 
the dataset 

Identify the different kind of attacks 
performed over the web 

Classify these attacks under different 
parameters 

Define a fuzzy Rule on these classes 
individually 

Define the fuzzy Rules on two or more 
attribute Collectively 

Perform the analysis on fuzzy outcome 
collectively and identify the severity of 

the attack and find the most infected web 
servers 

Present the results in the form of graph 
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The presented work is about the analysis of the web sites 
under the different threats and the attacks. To perform this 
analysis we have taken an existing dataset that provides the 
information regarding the different kind of attacks 
performed on different sites and the impact of these attacks. 
The dataset basically contains the data between 1983 to 
2006. It contains the detailed information about the web 
servers, its location, year of attack, type of attack performed 
over the services.  The work flow of the presented work is 
shown in figure 2. 
 
The analysis will be performed under the attack type and its 
reliability vector under different vectors such as the type of 
service affected, reason of attack, location, severity of attack 
etc. The work will be divided in two main stages, first to 
classify these kind of attacks under different groups and 
second to apply the fuzzy logic individually as well as in 
group to analyze the reliability vector. The main objective 
of the work is about to analyze the severity of different kind 
of attacks using the fuzzy ruleset. The work will identify the 
major services under threats as well as the identification of 
critical attacks over the web.  
 
 

IV. CONCLUSION 
 
In this paper, the analysis of different threats associated with 
web system security is been analyzed. The work is 
performed on authenticated database under different attacks 
as well as on different kind of web applications. The fuzzy 
logic is been used for the analysis 
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